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SPECIFICATION 
Surveillance system 



c Thi« invention relates to a surveillance system 
5 SorSautomati^ to provide ^for- 
mation about an area under surveillance. 

MSny systems have been proposed for auto- 
matic s^^^ ranging from the relatively 
10 simple in the form of pressure pads, trip 

switches and the like to the relatively sophisti- 
cated which may use television cameras and 
comDlex electronic control equipment. 
^eTeS the most sophisticated of these ^known 
15 systems suffer from a number of d.sadvan- 
taaes Thus many false alarms can be pro- 
duced merely from signal noise and the deteo 
tion of unwanted data. . 
The present invention seeks to Provide a 
20 surveillance system of a sophisticated nature 
fn whS. the presence of faulty alarm signals 
are reduced without reducing the effective- 
ness of the system. 
According to the invention, there ;s pro- 
25 vided a surveillance system comprising means 
Tor producing a picture of an ereau"der 
surveillance, means for comparing the picture 
poZced with reference data and means for 
Producing an alarm signal when the differ- 
30 Sees between the picture and reference data 
exceed a predetermined threshold. 

Further according to the invention, a sur- 
vefflance system comprises a video camera for 
Producing a picture of an area under surve.1- 
15 fanoTan analogue to digital converter for 
35 SrSng the signals of the video camera 
into a digital signal, a reference rne™ory for 
storing a reference picture in digital form, 
imprison means for comparing mcoming 
40 Scture in pixels with the data from *ei refer- 
ence memory, threshold means for ^ determin- 
Fng when the differences between the actual 
and reference pictures exceed a Predeter- 
mined threshold, and means. responsive to 
45 the threshold means for producing an alarm 

Preferably updating means are provided for 
updating the reference memory at Predeter- 
mined intervals. Means may ftm 
en determining the existence of sudden or tran- 
50 XntThanles in the picture and suppressing 
alarm signals when these occur. 

.Kan? may be provided for deifying the 
alarm signal until the alarm condition has 
cc heen oresent for a predetermined length or 
55 Sme Means may also be provided fcr- varying 
the sensitivities of the system across the pic- 
ture area in dependence on changes in the 

60 border to avoid surveillance in ""warted 
areas, areas of the picture may be^ chosen for 
exclusion and stored in an exlusion memory. 
An indication of the track of the irrtruder £ay 
be provided by storing the track of the intru- 

65 der in a tracking memory. 



The invention will now be desc nbed in 
greater detail, by way of example, with refer- 
ence to the drawings, in which:- 

RguVl is a block diagram of a surve.1- 
70 lancf system in accordance with the, nven- 

ti0 Eigure 2 shows the logic path used to set a 

fla Rgure 3 shows the logic path used to 
75 recognise a potential alarm condition; 

Rgure 4 shows the logic path used to 
recognise a moving object without using the 
exclusion memory; _ 

Fiaure 5 shows the logic path used to 
80 recognise a moving object using the exclusion 

me F7g°u7e Tshows the logic path used for 
adjustment of the pixel en^or threshold. 
Referring first to Fig. 1, the ' surveiHance 
85 svstems provides a scanning device A. such 
as a v?deo camera, which is set up to scan the 
Sea under surveillance. The output from the 
scanning device is split into two branches. 
TneTwhich passes by way of an analogue 
90 delay circuit and a mixer to a video output B, 
e q. a television monitor and the other of 
which passes into the electronic control sys- 

t9 ?n the electronic control system, the signal 
95 is fed to a synchronisation separator 3 which 
95 determines the start/end of each frame ^of the 
video signal. The signal passes from the sync 
separator 3 to an interleave control 6 which is 
sit to the number of frames in a complete 
100 Picture and then to an address counter 22 
which counts on for each pixel received from 
toe scanning device A. This address counter 
2 | is^sed Tfor addressing other memories in 
correspondence with the received scan. 
10 5 The scanned signal is also Passed to an 
analoaue to digital converter 2 which is con- 
r lTtJ a threshold adjustment circtni t 1 and 
by a sample clock included in the unit 3. The 
35 converted signal is then fed in parallel I to 
1 10 me arithmetic unit 5 to whic .are _fed ^ata 

1 1 5 ^communication between the arrthmetic 
1 unit and an exclusion memory 9. a tracking 
memory 10. a frame error memory 1 1 .An 
Sutfrom the arithmetic unH passes to the 
mVeshold adjusting circuit 1. A further ^output 
1 20 oasses by way of a digital delay circuit 12 to 
120 fhe^SxeMA. A last output passes by way o1 
a digital filter 7 both to the mixer 1 4 and a 
flag counter 23. Kift 
The flag counter 23 feeds an alarm , shrft 
125 register 18. a lower alarm error threshold 
cir 9 cuit 1 7 and an upper gross error 
circuit 16. Both of these latter feed an^ updat e 
controller 15 controlling updates of 1 
Tus memories. Also fed to the update «ntn£ 
1 30 ler are the contents of the alarm shift register 
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1 8 (in parallel). The alarm shift register 1 8 
also provides a signal to the alarm indicator 
which in turn feeds the mixer 1 4. 

Additionally provided are an external access 
5 logic 20 used to control the manually set 
parameters of the system and a light pen 
circuit 22 used for indicating excluded areas. 

The operation of the system will now be 
described. 

1 0 The scanning device A is set up to scan the 
area under surveillance and transmits a pic- 
ture via the analoque delay circuit 1 3 and the 
mixer 14 to the video display B. The operator 
can then examine the picture produced and 

1 5 indicate, e.g. by means of the light pen circuit 
21, areas of the picture which are not relevant 
to surveillance operation. This information is 
then passed for storage to the exclusion mem- 
ory 9 via the update controller 1 5. The signal 

20 from the scanning device A passes to the 
electronics control system. The input thresh- 
olds for the signal are set by means of the 
threshold adjusting circuit 1 and these thresh- 
olds vary over the picture areas of interest in 

25 order to maximise the useful range of the 
system. 

The scanning signal is then converted from 
analogue to digital in the converter 2 and 
passed through the arithmetic unit 5 to the 

30 reference memory 8 to provide an initial refer- 
ence image. Further signals from the scanning 
device will be compared with the data from 
the reference memory in order to determine 
whether there has been any change in the 

35 picture. 

The sync separator 3 is used to reset the 
address counter 22 at the end of each com- 
plete picture. Where 2: 1 interleaving is used, 
the resetting of the address counter will take 

40 place after two frames under the control of 
the interleave control circuit 4. By this means, 
the various memories can be correctly ad- 
dressed so that the part addressed corre- 
sponds to the pixel being scanned in the 

45 scanning device A. The sample clock of the 
sync separator 3 is synchronised to the start 
of each scan. It is to be noted that with 
memories of sufficient size, a wide range of 
frame scans can be utilised e.g. from 500 to 

50 1000 lines. 

As the second and following pictures are 
received, the digital signal, as an n bit binary 
code, is compared on a one for one basis with 
a corresponding code stored in the reference 

55 memory 8 (suitably as a result of the first 
picture). The difference between these codes 
is calculated in the arithmetic unit 5 and the 
result is compared to a number supplied by 
the pixel error threshold circuit 6. This thresh- 

60 old may vary across the picture as necessary. 
If the threshold is exceeded, a flag is set. 

If the flag corresponds to a point in an 
excluded area as stored in the exclusion mem- 
ory 9, then it is ignored. If it is not in such an 

65 area, the flag is stored in the frame error 



memory at an address corresponding to the 
pixel being dealt with. Furthermore, if, as will 
be explained hereafter, an alarm state has 
been indicated, the flag is also stored in the 

70 tracking memory. 

Because, in normal circumstances, a num- 
ber of flags will be set on each complete scan, 
only those flags which are members of groups 
of flags (not necessarily contiguous) are al- 

75 lowed to pass on by the digital filter 7. This 
filter acts to filter out noise from the signal 
and also eliminates non significant move- 
ments. 

Those flags which pass through the filter 7 
80 are counted by the flag counter 23. The total 
count at the end of each frame is compared 
with the value of a lower alarm error threshold 
1 7 and the upper gross error threshold 1 6. If 
only the lower alarm error threshold 1 7 is 
85 exceeded, then a potential alarm condition is 
recognised and the alarm shift register 1 8 is 
incremented. On the other hand, if the gross 
error threshold 1 6 is exceeded as well, this 
indicates that the count is the result of a non 
90 alarm condition e.g. a fault in the system, 
noise, transient or sudden changes such as 
light-strength variations. In this circumstance, 
the potential alarm condition is ignored and 
the reference memory 8 is updated by the 
95 update controller 1 5. 

Even when a potential alarm condition is 
recognised, this does not immediately set off 
an alarm but merely increments the alarm 
shift register 1 8. After a predetermined num- 

1 00 ber of potential alarm conditions, the alarm 
shift register becomes full and passes a signal 
to the alarm indicator and sets off an alarm. 

At the same time, the position of the intru- 
der is highlighted on the television monitor B. 

1 05 The various delays in the circuitry are so 
arranged that the highlighted area exactly 
matches the position of the intruder. The 
digital delay circuit 1 2 allows data from mem- 
ory addresses to act upon the exact position 

1 1 0 of the analogue waveform to which the data 
refers. This is particularly useful when various 
additional data is to be shown on the screen. 
Thus, the additional data can be taken from 
the tracking memory 1 0 (display of the track 

1 1 5 of the intruder), the exclusion memory 9 (the 
desensitised areas) and the frame error mem- 
ory (intruder position prior to filtering). 

The update controller 1 5 will update the 
re f erence memory at suitable time intervals 

1 20 which may be set as desired by the operator. 
An update as a result of a gross error will 
restart the update time interval. Update is also 
controlled by shift-register 1 8. 

Figs. 2 to 6 show logic paths involved in 

125 various operations of the system. 

In Fig. 2 is shown the logic path for setting 
flags. Thus the operation carries out the vari- 
ous comparisons indicated to determine 
whether the flag should be set. 

1 30 In Fig. 3, recognition of a potential alarm is 
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shown At the end of each frame, a check is 
£Ed out. first against the gross ; error thresh- 
Xw 1 6 then the a arm error threshold l /. it 
£ firet is exceeded the reference memory 8 
c • to J5££ andif the second is exceeded the 
5 ,S , ".SXi reflister 1 8 is incremented. Appre- 

Ros 4 and 5 show two logic paths for 
recognising a moving object. Bo- not 
10 use the exclusion memory 9 while Fig. 5 

d °The present circuit provides for automatic 
adjuSment of the pixel error threshold I for 
maximisation of the ncom.ng .nformati on. 

f s added to the pixel error memory. In this 
way a varying threshold is provided across the 
Seen^ependence on changes in the 

25 Sra S imillr P v?riSns can be achieved in re- 
splcTof the input threshold adjustment by the 

Sd Thus the tracking feature could be left 
«i.t thus producing a saving on the tracking 
35 memory 8 KwiseV exclusion feature could 

be A°SiSe^ with remote scanning devices 

needed if the processing arrangements oper- 
ated on a time multiplexing sv^em. 
Video recording could be used whereby a 
45 video recorder is activated by an alarm. 

CLA,M f surveillance system comprising pic- 
ture producing means for producing a picture 
50 of an area under surveillance, comparison 
5 means for comparing the picture produced 
with reference data and signal Producing 
means for producing an alarm signal when 
*?&E£cm between the V^£*£**- 
55 ence data exceed a predetermmed threshold 
2 A surveillance system comprising a v^ 
deo camera for producing a picture of an area 
under surveillance, an analogue to digital con- 
verter for converting the signals of the video 
60 clmera into a digital signal, a refers^ mem- 
orv for storing a reference picture in digital 
form, comparison means for comparing an 
Sroming picture in pixels with data from the 
reference memory, threshold means for _deter- 
65 mining when the differences between the ac 
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ing an alarm signal. . n 

3 A system as claimed in claim 2. 

the existence of sudden and/or transient 
changes in the picture and suppressmg the 
alarm signal when these occur. 

5 A system as claimed in any one of 
claims 2 to 4, wherein delay means are 
Sded for delaying the alarm s.gnal until 
STalarm condition has been present for a 

^Tsyrtem^irned in any one of 
clafrns 2 to 5, wherein means are provided for 
vSving the sensitivities of the system across 
STpMura area in dependence on changes in 

*7 Ph A s%t»m as claimed in any one of 
claims 2 ?o6, wherein an exclusion memory 
feTolided for storing areas of the picture 
ZSSmZ to be excluded from the surve.1- 

,an R C ' A svstem as claimed in any one of 
. -L« o ^7 wherein a tracking memory is 
pSed for^torfriTthe track of an intruder 

det 9 eCt A sJrSa^s^em substantially as 
de^cribtd herein with reference to the draw- 
100 ings. 
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